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• 6 locations in 5 Member States 

• 1 500 core research staff, out of around 
3 000 total staff 

• Research fellows and visiting scientists 

• 42 lаrge scale research facilities, more 

than 110 online databases 

• More than 100 economic, bio-physical 
and nuclear models 

DG JRC: Facts and Figures 
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A new reality & new challenges 

Migration 

Social Media 
Smart 

Infrastructures 

Digitalisation Complexity 
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New threats & vulnerabilities  

Geopolitical 

Terrorism 

Cyber Fake news 

Income 
inequalities 

Radicalisation 

Natural 
Hazards 

Regional 
Marginalisation 

Economy 

Democracy 

Trust to 
Institutions and 
governance 
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Changing security paradigm: Hybrid Threats 

A new security paradigm 
 
 
 
 
 
 
 
 
 
  

Who? How? 

Addressing societal vulnerabilities 

 

 Building Resilience 

The security landscape becomes more 

complex, technology driven and media 

related. Social insecurity is exacerbating 

security challenges 

State and non-state actors aim at 

compromising societal cohesion 

and values 

Building societal resilience requires a thorough understanding 

of societal weaknesses, inequalities, underperforming 

institutions and fostering inclusiveness 

A combination of political, 

economic, diplomatic and 

disinformation activities in 

order to achieve specific 

objectives  

Building resilience is the answer to this 

complex security environment. 

Resilience in both technological 

systems and society 
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Defining Hybrid Threats 

• “…the mixture of coercive and subversive activity, conventional 
and unconventional methods (i.e. diplomatic, military, 
economic, technological), which can be used in a coordinated 
manner by state or non-state actors to achieve specific objectives 
while remaining below the threshold of formally declared 
warfare.”* 
*JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE COUNCIL Joint Framework on countering hybrid threats, a 
European Union response, JOIN(2016) 18 final  

 

   

• HT aim at creating ambiguity 
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Hybrid Threats modus operandi 

 

 Intrinsic  

Marginalised groups 

Minorities 

Poor governance 

Weak institutions 

Temporary  

Economic crisis  

Major disasters 

Radicalisation 

Foreign influence 

Infrastructures, critical services 
(e.g. power, gas, water, health, 
finance, supply chains, etc.) 

Disinformation campaigns  

Propaganda through media 
(traditional, internet, social) 

Attacks to State Services, 
Infrastructures & Resources 

Media 

Exploitation of Societal 
vulnerabilities 

Hybrid 
Threats 

Natural disasters 
temporarily  affecting 
infrastructures might be 
exploited by adversaries 
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Hybrid Threats timeline 

• Undermining trust to 
institutions (e.g. fake news) 

• Leverage societal vulnerabilities 
• Challenge opponent’s 

preparedness 

• Orchestrated attacks (cyber, 
terrorism) 

• Intensified propaganda and fake 
news 

• Attacks to technological systems 
 

• Lessons learned 
• Build resilience 
• Awareness raising 

Priming face Conduct 

  

  

Recovery 
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Infrastructures 
Insider threats affects the availability of critical 
infrastructure services; accidents in chemical 
facilities 

 

A fictive (but possible) scenario 

A combination of attacks and disastrous events 
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05 

EU 
region 

02 

03 

01 
A natural disaster 
Flooding of a large 

European river basin 

 

Administration 
Covert operations to seize 

government buildings 

Cyber 
Cyber attacks to internet and 
telecommunication networks 

Media 
News challenge the capacity of 
authorities to handle the situation 

06 
Societal/Political 
Government loses control 
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Building Resilience at societal level against 
HT: How? 

Awareness in the general public 

Enhance good governance and trust to institutions 

Inclusiveness 

Digitalisation 

Address Radicalisation 

Disinformation attribution, proactive strategic communication, training, media monitoring 

Improve transparency, enable participation, improve accountability 

Embrace diversity and pluralism, equal education opportunities 

Employment and skills, enable digital education and literacy 

Tools to address online propaganda, awareness raising campaigns, general public training 
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6 
Address Social Inequalities 

Measure inequalities, develop policies and actions to address them  
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EU 
activities 

and 
policies 

Current activities and policies in the EU 
related to societal resilience 

Social Protection and Social Inclusion 
Platform against Poverty and Social Exclusion 
Agenda for new skills and Jobs 

Building Resilience 
Joint Communication on "A Strategic Approach to Resilience in the EU's 
External Action focusing on enhancing state and societal resilience 

Joint Communication on Hybrid Threats 
22 actions toward building resilience across the spectrum 

Digital Transformation 
Blueprint for sectoral cooperation on skills 
The digital skills and jobs coalition 

Radicalisation 
High-Level Expert Group on Radicalisation 
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Recovery Prevention 

Prepared 
ness 

Detection 
Response 

JRC’s role in building resilience against HT 

Detection Vulnerability 
indicators 

Media Resilience 
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JRC HYBRIT project 
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Fairness Project 

Resilience Project 

Digitalisation Project 

Media monitoring & 
influencing 

Geography of 
Discontent 

Detection & attribution 

Vulnerability  
Indicators 

Technological Aspects 
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